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Additional Information

Automation 

Workbooks 

Azure Policies integration 

SIEM integration 

External Attack Surface Management (EASM) 

MDC, a Cloud-Native Application Protection 
Platform (CNAPP) - Blog Post 

CNAPP 

CWP - Cloud Workload Protection

Defender for Servers 

Defender for Servers P1

Defender for Servers P2

FAQ 

Compare P1 x P2 

Defender for App Services 

Defender for Databases 

Defender for Azure SQL 

Defender for SQL servers 

Defender for open-source relational databases 

Defender for Azure Cosmos DB 

Defender for Storage 

Malware Scanning add-on 

Sensitive data threat detection 

Defender for Containers 

Docker Hub 

JFrog Artifactory 

Binary Drift Detection 

Containers support matrix in MDC 

Gated deployment 

Defender for Key Vault 

Defender for Resource Manager 

Security Alerts  Security alerts - a reference guide 

Defender for APIs 

OWASP API Top 10 

Azure API Management integration

Defender for AI Services AI Threat Protection 

CSPM - Cloud Security Posture 
Management

Foundational CSPM - Free 

CSPM Plan 

API Posture Management 

Agent-based vs Agentless Guide 

DevOps Security 

Connect your GitHub Environment 

Connect your Azure DevOps Environment 

Connect your GitLab Environment 

CSPM DevOps Features - free vs paid 

Integrate MDC CLI with CI/CD pipelines 

Endor labs integration 

Compare CSPM 
plans 

AI - Security Copilot Integration 

Multi-Cloud Protection

Azure 

AWS 

GCP 

Non-Azure VMs (Arc) 

Pricing 

How to Effectively Perform a MDC PoC 

Labs / Training 

What's New! 

Microsoft Security Copilot in Defender for 
Cloud integration 

Defender for Cloud in the Field Youtube 

2023 CSPM Leadership Compass - 
KuppingerCole 

Defender Ninja Training

M365 Defender XDR 

Defender for IoT 

Defender for Cloud 

Defender for Identity 

Defender for Endpoint 

Defender for Office 365 

Defender for Cloud Apps 

Defender Threat Intelligence 

Defender EASM 

MDVM Ninja 

Defender Experts Ninja 

Defender for IoT 

Overview 

Architecture 

OT sensor cloud connection 

Enterprise IoT Network Security 

Defender for IOT Solution for Microsoft Sentinel 

XDR - Native support for Operational Technology 
(OT) 

Sentinel + M365 Defender 
(Unified SOC) 

Other Features
Unified Platform with M365D + Sentinel 

Embedded Copilot for Security 

Connect Microsoft Sentinel to Microsoft 
Defender XDR 

Microsoft 
Defender (XDR) 

Microsoft Defender for Cloud Apps (MDA) 

Microsoft Defender for Endpoint (MDE) 

Add-on - Microsoft Defender Vulnerability 
Management 

MDE P1 

MDE P2 

Compare P1xP2 

Microsoft Defender for Identity (MDI) Security Alerts in MDI 

Microsoft Defender for Office (MDO) 

MDO P1

MDO P2
Compare P1xP2 

XDR Automatic Attack disruption 

Interactive Guide 

Security Copilot in M365 XDR 

Multi-Tenant management with XDR (MTO) 

Secure Score 

Exposure Management 

Former RiskIQ
Defender Threat Intelligence (MDTI) 

Defender External Attack Surface 
Management (EASM) 

Microsoft Defender 
Services

Microsoft Defender Experts for Hunting 

Microsoft Defender Experts for XDR 

Microsoft Incident Response Retainer 

Note: This mind map aims to be a tool for clarifying the Microsoft Defender product family only. This is not 
an official Microsoft document. Don't forget to click on the LINKS to access the contents.
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Tips on How to use the Mind Map
-> Zoom in to the section you want to learn
-> There are links for each section
-> Easier to navigate the links if you open in a new page
-> Related sections are grouped together
-> Relationships between topics are represented by arrows

License-based - Ex: Microsoft E5 Consumption-based - Azure 
Consumption

Alerts/Integration

https://docs.microsoft.com/en-us/azure/defender-for-cloud/
https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation
https://docs.microsoft.com/en-us/azure/defender-for-cloud/custom-dashboards-azure-workbooks
https://learn.microsoft.com/en-us/azure/governance/policy/overview?WT.mc_id=itopstalk-blog-phschmit
https://docs.microsoft.com/en-us/azure/sentinel/connect-defender-for-cloud
https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-easm
https://www.microsoft.com/en-us/security/blog/2023/03/22/the-next-wave-of-multicloud-security-with-microsoft-defender-for-cloud-a-cloud-native-application-protection-platform-cnapp/
https://www.microsoft.com/en-us/security/business/security-101/what-is-cnapp
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/faq-defender-for-servers
https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-select-plan#plan-features
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-app-service-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-enable-database-protections
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-sql-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-sql-usage
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-databases-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/concept-defender-for-cosmos
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-malware-scan
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-data-sensitivity
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-containers-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/agentless-vulnerability-assessment-docker-hub
https://learn.microsoft.com/en-us/azure/defender-for-cloud/agentless-vulnerability-assessment-jfrog-artifactory
https://learn.microsoft.com/en-us/azure/defender-for-cloud/binary-drift-detection
https://learn.microsoft.com/en-us/azure/defender-for-cloud/support-matrix-defender-for-containers?tabs=azureva%2Cazurert%2Cazurespm%2Cazurecssc%2Cawsnet&WT.mc_id=Portal-Microsoft_Azure_Security#supported-features-by-environment
https://learn.microsoft.com/en-us/azure/defender-for-cloud/enable-gated-deployment
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-key-vault-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-resource-manager-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/managing-and-responding-alerts
https://learn.microsoft.com/en-us/azure/defender-for-cloud/alerts-reference
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-apis-introduction
https://owasp.org/www-project-api-security/
https://learn.microsoft.com/en-us/azure/defender-for-cloud/ai-threat-protection
https://docs.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls
https://www.microsoft.com/en-us/security/business/cloud-security/microsoft-defender-cloud-security-posture-management?rtc=1
https://learn.microsoft.com/en-us/azure/defender-for-cloud/api-security-posture-overview
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/comprehensive-guide-on-agent-based-and-agentless-cloud/ba-p/3866705
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-devops-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-github
https://learn.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-devops
https://learn.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-gitlab
https://learn.microsoft.com/en-us/azure/defender-for-cloud/devops-support#azure-devops
https://learn.microsoft.com/en-us/azure/defender-for-cloud/cli-cicd-integration
https://learn.microsoft.com/en-us/azure/defender-for-cloud/connect-endor-labs
https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-cloud-security-posture-management#plan-availability
https://learn.microsoft.com/en-us/azure/defender-for-cloud/copilot-security-in-defender-for-cloud
https://docs.microsoft.com/en-us/azure/defender-for-cloud/get-started
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-aws?pivots=env-settings
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-gcp?pivots=env-settings
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc
https://azure.microsoft.com/en-us/pricing/details/defender-for-cloud/?v=17.23h
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/how-to-effectively-perform-a-microsoft-defender-for-cloud-poc/ba-p/516874
https://github.com/Azure/Microsoft-Defender-for-Cloud/tree/main/Labs
https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes
https://learn.microsoft.com/en-us/azure/defender-for-cloud/copilot-security-in-defender-for-cloud
https://www.youtube.com/playlist?list=PL3ZTgFEc7LysiX4PfHhdJPR7S8mGO14YS
https://aka.ms/MSFT2023KuppingerColeCSPM
https://techcommunity.microsoft.com/t5/microsoft-365-defender-blog/become-a-microsoft-365-defender-ninja/ba-p/1789376
https://techcommunity.microsoft.com/t5/microsoft-defender-for-iot-blog/microsoft-defender-for-iot-ninja-training/ba-p/2428899
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/become-a-microsoft-defender-for-cloud-ninja/ba-p/1608761
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/microsoft-defender-for-identity-ninja-training/ba-p/2117904
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/become-a-microsoft-defender-for-endpoint-ninja/ba-p/1515647
https://techcommunity.microsoft.com/t5/microsoft-defender-for-office/become-a-microsoft-defender-for-office-365-ninja-june-2022/ba-p/2187392
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/microsoft-defender-for-cloud-apps-ninja-training-june-2022/ba-p/2751518
https://techcommunity.microsoft.com/t5/microsoft-defender-threat/become-a-microsoft-defender-threat-intelligence-ninja-the/ba-p/3656965
https://techcommunity.microsoft.com/t5/microsoft-defender-external/become-a-microsoft-defender-external-attack-surface-management/ba-p/3743985
https://techcommunity.microsoft.com/t5/microsoft-defender-vulnerability/become-a-microsoft-defender-vulnerability-management-ninja/ba-p/4003011
https://techcommunity.microsoft.com/blog/microsoftsecurityexperts/welcome-to-the-microsoft-defender-experts-ninja-hub/4061509
https://azure.microsoft.com/en-us/services/iot-defender/
https://docs.microsoft.com/en-us/azure/defender-for-iot/organizations/overview
https://docs.microsoft.com/en-us/azure/defender-for-iot/organizations/architecture
https://docs.microsoft.com/en-us/azure/defender-for-iot/organizations/architecture-connections
https://www.microsoft.com/security/blog/2022/07/11/introducing-security-for-unmanaged-devices-in-the-enterprise-network-with-microsoft-defender-for-iot/
https://techcommunity.microsoft.com/t5/microsoft-defender-for-iot-blog/public-preview-announcement-ot-enabled-soc-with-microsoft/ba-p/3643826
https://techcommunity.microsoft.com/t5/microsoft-defender-xdr-blog/rsa-news-what-s-new-in-defender-xdr/ba-p/4127538
https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/introducing-a-unified-security-operations-platform-with/ba-p/3983341
https://www.microsoft.com/en-us/security/blog/2024/01/16/unified-security-operations-with-microsoft-sentinel-and-microsoft-defender-xdr/#:~:text=A%20unified%20SOC%20platform%20is%20a%20fully%20integrated,with%20advanced%20generative%20AI%20as%20a%20single%20platform.?msockid=05e15828210f6eba2cc14c5620e16f33
https://aka.ms/SOCPlatform
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-sentinel-onboard?view=o365-worldwide
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-xdr
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-security-center-mde?view=o365-worldwide
https://www.microsoft.com/en-us/security/business/threat-protection/microsoft-defender-vulnerability-management
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender-endpoint-plan-1?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender-endpoint-plan-1-2?view=o365-worldwide#compare-microsoft-endpoint-security-plans-1
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-security-center-mdi?view=o365-worldwide
https://learn.microsoft.com/en-us/defender-for-identity/alerts-overview
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-security-center-mdo?view=o365-worldwide
https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description#feature-availability
https://learn.microsoft.com/en-us/microsoft-365/security/defender/automatic-attack-disruption?view=o365-worldwide
https://mslearn.cloudguides.com/guides/Protect%20your%20organization%20with%20Microsoft%20365%20Defender?culture=en-us&country=us
https://learn.microsoft.com/en-us/microsoft-365/security/defender/security-copilot-in-microsoft-365-defender?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/mto-overview?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=o365-worldwide
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-security-exposure-management
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-threat-intelligence
https://www.microsoft.com/en-us/security/business/cloud-security/microsoft-defender-external-attack-surface-management
https://www.microsoft.com/en-us/security/business/services/microsoft-defender-experts-hunting?rtc=1
https://www.microsoft.com/en-us/security/business/services/microsoft-defender-experts-xdr
https://www.microsoft.com/en-us/security/business/microsoft-incident-response
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/join-our-security-community/ba-p/927888

