
‎Microsoft Defender 
‎Threat Intelligence 

‎MDTI

‎Former RiskIQ

‎Defender Threat Intelligence (MDTI) 

‎Maps the entire internet to expose threat 
‎actors and their infrastructure

‎Defender External Attack Surface 
‎Management (EASM) 

‎Discover unknown and unmanaged resources 
‎that are visible and accessible from the 
‎internet (outside-in view)

‎Core Concepts

‎What is MDTI? 

‎Data Sets 

‎Reputation Score 

‎Analyst insights 

‎Infrastructure Chaining 

‎How-to 

‎Searching and pivoting 

‎Sorting, filtering, and downloading data 

‎Using tags 

‎Using projects 

‎Tutorials

‎Gathering threat intelligence and 
‎infrastructure chaining 

‎Gathering vulnerability intelligence 

‎What is TI Web Crawl 

‎User Functions and Use Cases 

‎Trial 

‎Sentinel Integration

‎Blog announcement 

‎View your TI in Microsoft Sentinel 

‎TI Workbooks 

‎Learn

‎Ninja Training 

‎Videos

‎MDTI Microsoft in Higher Education 
‎Conference 2022 

‎Sentinel Threat Intelligence Workbook Demo 

‎Stop Ransomware with Microsoft Security 

‎Threat indicators for cyber threat intelligence 

https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-threat-intelligence
https://www.microsoft.com/en-us/security/business/cloud-security/microsoft-defender-external-attack-surface-management
https://learn.microsoft.com/en-us/defender/threat-intelligence/what-is-microsoft-defender-threat-intelligence-defender-ti
https://learn.microsoft.com/en-us/defender/threat-intelligence/data-sets
https://learn.microsoft.com/en-us/defender/threat-intelligence/reputation-scoring
https://learn.microsoft.com/en-us/defender/threat-intelligence/analyst-insights
https://learn.microsoft.com/en-us/defender/threat-intelligence/infrastructure-chaining
https://learn.microsoft.com/en-us/defender/threat-intelligence/using-tags
https://learn.microsoft.com/en-us/defender/threat-intelligence/searching-and-pivoting
https://learn.microsoft.com/en-us/defender/threat-intelligence/sorting-filtering-and-downloading-data
https://learn.microsoft.com/en-us/defender/threat-intelligence/using-tags
https://learn.microsoft.com/en-us/defender/threat-intelligence/using-projects
https://learn.microsoft.com/en-us/defender/threat-intelligence/gathering-threat-intelligence-and-infrastructure-chaining
https://learn.microsoft.com/en-us/defender/threat-intelligence/gathering-vulnerability-intelligence
https://techcommunity.microsoft.com/t5/microsoft-defender-threat/what-s-in-a-defender-ti-web-crawl/ba-p/3659047
https://techcommunity.microsoft.com/t5/microsoft-defender-threat/exploring-target-user-functions-and-use-cases/ba-p/3657289
https://techcommunity.microsoft.com/t5/microsoft-defender-threat/getting-started-with-microsoft-defender-threat-intelligence/ba-p/3657379
https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/new-threat-intelligence-features-in-microsoft-sentinel/ba-p/3585214
https://learn.microsoft.com/en-us/azure/sentinel/work-with-threat-indicators#view-your-threat-indicators-in-microsoft-sentinel
https://learn.microsoft.com/en-us/azure/sentinel/work-with-threat-indicators#workbooks-provide-insights-about-your-threat-intelligence
https://techcommunity.microsoft.com/t5/microsoft-defender-threat/become-a-microsoft-defender-threat-intelligence-ninja-the/ba-p/3656965
https://www.youtube.com/watch?v=lo1lbECpys4
https://www.youtube.com/watch?v=4Bet2oVODow
https://msthreatintelligencedigitalevent.eventcore.com/
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/data/sentinel-threat-intelligence

